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Technology tools used at every level

Institutional Level
• Data collection
• Data management and 

sharing
• Online training modules
• Auditing and Monitoring

Research Integrity Office 
Level
• Case management
• Email and data sequestration
• Forensic software
• Image manipulation 

detection
• Plagiarism detection
• AI
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Data Collection
Electronic Lab Notebooks (ELN)
 Replicates much like a page in a paper notebook
 Enter protocols, observations, notes, data

 

Dirnagl et al. 2016
Powell 2012
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Selecting an ELN
Using an ELN facilitates good data 
management
 Data security
 Supports auditing
 Promotes collaboration
 Manage inventories, supplies, equipment
 Integrates with common software

– Type of science?
– Institutional ELN policies?
– Security level of data?
– Budget?
– Training lab members?

Harvard Archived Martix 2021 https://zenodo.org/records/4723753
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LabArchives

https://www.labarchives.com/
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Data Management and Sharing: Data Lifecycle

https://datamanagement.hms.harvard.edu/about/what-
research-data-management/biomedical-data-lifecycle

Why share data?

• Supports open scientific inquiry
• Helps to verify and replicate studies
• Encourages new research and use of alternate 

methods
• Encourages collaboration
• Provides learning resources for students
• Protects against faulty or fraudulent data
• Improves visibility and impact of research projects
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Lab Servers: Saving data for local level access
OneDrive and SharePoint (Microsoft)
DropBox.com
Box.com 
Google drive
Cloud associated with ELN

Discipline-specific
Generalist
Institutional
Open or Controlled Access

Repositories: Broad sharing of data sets
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Online Training Modules
CITI (Collaborative Institutional Training Initiative)

https://bioethicscenter.net/
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Compliance Auditing and Monitoring Systems

 

Electronic system for creating, 
submitting, reviewing, and routing 
protocols
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Research Integrity Office

Where Technology is Needed
• Case Management
• Email sequestration
• Data sequestration
• Forensic software
• Plagiarism detection
• Image manipulation detection
• AI programs

Receipt of 
Allegation

Preliminary 
Review

Formal 
Inquiry Investigation

Sequestration of 
evidence;
Interviews

Inform ORI Investigation Report

Final decision: 
Recommendations & 
sanctions

Inquiry Report



OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

Case management System

https://secure.ethicspoint.com/
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Email and data sequestration
RIO works with Center for Information Technology Services 
(CITS at UMB) 

Digital
– Request emails archives as .pst file
– OneDrive folders
– University-run servers
– Hard drives

 
Physical sequestration

– Lab notebooks
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Email analysis

ARIO ariohq.org resources FSIG 

• Open .pst files in Outlook and employ search 
function

• Save pertinent files and attachments as PDFs

eDiscovery
Email examination program 
through Microsoft outlook
 

ba
si

c
en

ha
nc

ed
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Copy hardrives or make a Forensic copy (image file)

ARIO ariohq.org resources FSIG 

• Copy computer data onto an external drive

ba
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c
en

ha
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Data triage

ARIO ariohq.org resources FSIG 

ba
si

c • Search hard drive copy
• Search hard drive copy using a Write-Blocker

en
ha

nc
ed
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Autopsy
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Arsenal image mounter
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Cellebrite/Blacklight
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Plagiarism detection

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues



OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

Plagiarism detection

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues



OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

Plagiarism detection

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues



OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

OFFICE OF ACCOUNTABILITY AND COMPLIANCE
RESEARCH INTEGRITY OFFICE

iThenticate

ARIO ariohq.org FSIG Katherine Stebbins

Software detects Text Duplication 
not Plagiarism 
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Image manipulation

https://ori.hhs.gov/forensic-tools

• Forensic Droplets
Records and saves sequences of steps in the Actions Palette in Photoshop

Forensic Gradient Maps  Look Up Table (LUT) that has multiple cycles for contrast or color. 
Details in images with which contrast or artifacts will be better revealed.

Color Coded Overlay Overlays two images, and color codes each so that individual features in 
the overlap can be linked back to their respective image. 
Features overlap will appear RED, and areas of overlapping background will appear CYAN. 
Features unique to one or the other image will be WHITE or BLACK. If the same object is 
common to both images it 1) must be RED and 2) must have a uniform boundary of either 
BLACK or WHITE.
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Photoshop

ba
si

c

• Adjust brightness and contrast
• Invert colors
• Gradient maps
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Gradient map
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“Too similar to be different”

flip
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Overlay

flip
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Additional image analysis tools
• PowerPoint basic image 

brightness/contrast

• Image J image processing program 
from NIH

• Forensically Free online photo forensic 
tools

• AI…
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AI tools to detect research misconduct
• Machine learning is predictive or problem solving that train 

algorithms on historical data
– Imagetwin
– Proofig

• Generative AI is a deep learning model that can create new content
– Adobe Photoshop
– ChatGPT etc

ARIO ariohq.org FSIG Blake Talbot
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Imagetwin
• Plagiarism detection
• Image manipulation detection

• Compares images within a publication
• Compares against a database of over 50 million images

ARIO ariohq.org FSIG Blake Talbot
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https://imagetwin.ai/
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Proofig
• Plagiarism detection
• Image manipulation detection
• AI generated image detection

• Compares images within a publication
• Compares against PubMed
• Forensic tools within the application to analyze further

ARIO ariohq.org FSIG Blake Talbot
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https://www.proofig.com/
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AI tools to detect research misconduct
• AI applications are tools and not a determination of research 

misconduct

• AI cannot determine intentionally, knowingly, or recklessly

• AI detection tools can help assess allegations but should not replace 
forensic analysis by the RIO—Supplement!
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AI tools to generate text fake data
• Already in use to generate text in publications
• Complex data and images will require more training
• Can make modifications to an image that may not be detectable

Institutional-level policies in development for acceptable 
use of AI programs
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Questions?

UMB OAC
Research Integrity Office
620 W. Lexington St., 5th floor
Baltimore, MD 21201

Stephan Vigues, PhD      Kaylin Adipietro, PhD
Research Integrity Officer      Research Integrity Specialist
Director Research Integrity Office     kaylinadipietro@umaryland.edu
svigues@umaryland.edu      
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