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Institutional Level
e Data collection

« Data management and
sharing

e Online training modules
* Auditing and Monitoring

RESEARCH INTEGRITY OFFICE

Technology tools used at every level

Research Integrity Office
Level

Case management
Email and data sequestration
Forensic software

Image manipulation
detection

Plagiarism detection
Al




o~

N~

OFFICE OF ACCOUNTABILITY AND COMPLIANCE
| UNIVERSITY of MARYLAND RESEARCH INTEGRITY OFFICE

BALTIMORE

Technology tools used at every level

Institutional Level
 Data collection

« Data management and
sharing

* Online training modules
* Auditing and Monitoring
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Data Collection

Electronic Lab Notebooks (ELN)
Replicates much like a page in a paper notebook
Enter protocols, observations, notes, data
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Selecting an ELN

Using an ELN facilitates good data
management
Data security
Supports auditing
Promotes collaboration
Manage inventories, supplies, equipment
Integrates with common software R —

— Type of science?

— Institutional ELN policies?
— Security level of data?

— Budget?

— Training lab members?

Harvard Archived Martix 2021 https://zenodo.org/records/4723753
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LabArchives
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Supplementary Figures . X .
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Data Management and Sharing: Data Lifecycle

Why share data? e
» Supports open scientific inquiry -
. . : o & Reuse
* Helps to verify and replicate studies .,
- Encourages new research and use of alternate [ \ pr o
Store &
methOdS .Share.z& Manage Collect
 Encourages collaboration Hisarliiy Srge s & Create
« Provides learning resources for students . g
 Protects against faulty or fraudulent data . 7 Reprcuty
valua_te Analyze &
« Improves visibility and impact of research projects : SArchive Collaborate /.

atasets
Archives &
Records Mgmt.
Image
Data Mana,
Retention

Data Security

https://datamanagement.hms.harvard.edu/about/what-
research-data-management/biomedical-data-lifecycle
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Lab Servers: Saving data for local level access

OneDrive and SharePoint (Microsoft)

DropBox.com 3’3 Dropbox tx»(
Box.com L

Google drive ‘ ‘
Cloud associated with ELN OneDirive SharePoint

Repositories: Broad sharing of data sets

Discipline-specific s
i Zen000
Institutional ™o

onra $%3OSF

Open or Controlled Access
i..:figshare A4

z MENDELEY
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Online Training Modules
CITI (Collaborative Institutional Training Initiative)

Research capacity
development

{ g\ Center
J Bioethics. 2" Research

Home About Community Engagement Al Ethics Research News jol

+ How to complete the CITI-IRB training program

The CITIl program is a subscription service which
C.B.R has collaborated with to provide research ethics v Click here to go to the CITI program

PROGRAM education to all members of the research community.

Browse our various training programs on CITI platform

Main Course New Training Courses

Informed consent v Artificial Intelligence (Al) and Human Subject Protections
Responsible Conduct of Research (RCR) v Ethics & Policy issues in CRISPR Gene Editing
Conflict of Interest v Social Media and Research Recruiting

Biosafety ~ Communicating Research Findings

Good Clinical Practice (GCP) v New Plagiarism Refresher module on CITI

. Ethical and Appropriate Uses of Administrative Data for
Good Laboratory Practice (GLP) pprop
Research and Evaluation

Safe Research Environments _
v Research Study Design
v Essentials of Grant Proposal Development

v Essentials of Statistical Analysis (EOSA)

@ Start Here

https://bioethicscenter.net/
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Compliance Auditing and Monitoring Systems

Electronic system for creating, CICE Ev%slﬁgtri%hn

submitting, reviewing, and routing Portal
prOtOCOIS to (¢ d itutional Gomp i ion of Ontine) - the

University of Maryland, il ‘s Research ion Portal.

CICERO is a comprehensive online solution for the review of human, animal, and in vitro research. It is a
cooperative effort among multiple committees responsible for supporting the research community at the
University of Maryland. CICERO is where research teams can create and submit online all the forms needed for
evaluation and approval of research studies by the Institutional Review Board (IRB), the Institutional Animal Care

and Use Committee (IACUC), the ituti Biosafety C i (IBC), the iation Safety Committee (RSC),
and the General Clinical Research Center (GCRC).

| I UNIVERSITYof MARYLAND Hello, Kaylin Adipietro ~
Ul BALTIMORE

Page for Kaylin Adipietro

My Roles & Annual Disclosures/Updates My Financial Interests Deleted Financial Interests Related State Exemption Requests.
Submissions:
Cbox [ Action Required ]
CICERO Dashboard [~) N )
orectose s Filter by D Enter text to search n <+ Add Fiter &
GCRC - Researcher D Name Date Modified State
18C (Biosalety) - Researcher
IRB - Researcher
RSC (Radiation) - Researcher
Supenvisor No data to display.
Actions...
page | 1 of no resuits 0 I page
(@ wanoge my piscosures ]| [ pratt Annua Disclosures/Updates ]
Fiterby @ |10 v | [‘Enter text o searcn N +Adariver &
D Title Modified Date Status Submission Type
——
No data to display.

page 1 of no resutts 0 /page E
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Technology tools used at every level

Research Integrity Office
Level

Case management
Email and data sequestration
Forensic software

Image manipulation
detection

Plagiarism detection
Al
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Research Integrity Office

Sequestration of . o
Receipt of evidence: Inquiry Report Inform ORI Investigation Report

Allegation Interviews

Preliminary Formal o Final decision:
. Inqui Investigation Recommendations &
Review nquiry sanctions

Where Technology is Needed
« Case Management
« Email sequestration
« Data sequestration
* Forensic software
 Plagiarism detection
* Image manipulation detection
« Al programs
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Home Cases OpenNewCase Assignments  Analytics €D search  Admin

z

Case management System e

General  Aocaton | Participants | hems | Agencies | Atachments | Summry | Mestriceed Access | Beview

Case ype - Select- ~| intake meshod -Seeci- v
Recenvedireported date
[ confdentsal

Legacy Case Information

® Enier this enly if you are transcribing a case fram angther system.
HOTLINE e
Origmally entered by
Dt oririly endered

Incident Management

Dane closed

(mmidd/yyyy

Primary lssue
Securines Vioiations
Case Details.
Reporter anomymous? O Yes ® Ho
Reporter identty  frefx first name ML Lastreme #rone number email
[sea-~]

—
0 MikeCustomPeldWithQuotes™
65chedbae [
6.6 Tierspecific Date CF

Custom Fleld with “Double:
Quote™
Summary - Process Status o & x [— R
Dans Chedkbox [

University of Maryland, Baltimore

Show/ All Cases ~ |opened in All dates -

Drag a column heading here to group by that column

Priority ¥ | Source ¥ Case# EPRS # Date Opened ¥ | Tier ¥ | Primaryissue ¥  Status v ¥ | Type ¥ | MoreInfo
A A ¥ A -7 A ¥ A A

@ Closed o~ Hatline 4842 4/10/2025-1482  04/10/2025 University of Research In Process Allegation More Info..
WMaryland,
In Process Bakimore

| Non-Hotline 4837 04/04/2025 University of Research In Process Allegation More Info...
Maryland,
Baltimore

Abeyant

-~ Non-Hotline 4795 0317/2025 University of Research In Process Allegation More Info
ity ege
Maryland,
Baltimore

Hotline 4583 10/23/2024-1370  10/23/2024 University of Research In Process Allegation More Info..
Maryland,
Balimore

Non-Hotiine 3447 08/22/2022 University of Research In Process Allegation More Info..
Maryland,
Bahimore

Non-Hotiine 339 06/23/2022 University of Research In Process Allegstion More Info.

Maryland,
Batimore

Non-Hotline 3331 04/12/2022 University of Research In Process Allegation More Info
Maryland,
Baltimore

- Nan-Hotline 4777 0314/2025 University of Research Closed Allegation More Info...
Maryland,
Baltimore

https://secure.ethicspoint.com/
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Email and data sequestration

RIO works with Center for Information Technology Services
(CITS at UMB)
Digital

— Request emails archives as .pst file G

— OneDrive folders

— University-run servers .

— Hard drives OneDrive

Physical sequestration
— Lab notebooks
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Email analysis

* Open .pst files in Outlook and employ search
function

» Save pertinent files and attachments as PDFs

\

]\\ ([ basic |

Forensic f;::; Forensic email examination program
N®) Mail Xaminer email Windows $2499 with evidence and case management
8 analysis (Pro) capabilities.
c
m Forensic i i i
c . Email examination program
qC_) eDiscovery 0@ sireErEs e'“f:“ . Windons through Microsoft outlook
analysis

N /

ARIO ariohq.org resources FSIG
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Copy hardrives or make a Forensic copy (image file)

\

basic

/

 Copy computer data onto an external drive

\_

|

enhanced

Forensic tool Kit
Imager (FTK
Imager)

Belkasoft

Acquisition Tool

Macquisition

Kali Linux
Forensic boot
CD/USB

Tableau Forensic
Imager (TX1

Imager)

Logicube Forensic

Falcon-Neo

(® Accessonix

Belkasoft

& WACauIsITION™

GUIDANCE (G)

KT ube

Forensic
Copy

Forensic
Copy

Forensic

Copy

Forensic

Copy

Forensic

Copy

Forensic

Copy

Windows

Windows

05X

Windows/OSX

Proprietary

Proprietary

Free

Free

$1,000

Free

$3,000

$3,000

Create Raw (dd). EO1, SMART, AFF
image type

Pros/Cons

Macquisition is a dongle used to
create forensic copy from Mac
computers (Desktops, laptops)
without removing the hard drive. No
write blocker needed

This alternative is useful in case the
drive cannot be removed (Macs and
hardware RAID devices for example).
Kali is similar to Macquisition but

might require more IT expertise

TX1is acomputer that can copy 2
hard drives simultaneously on one
destination drive. Write blocker is

included. Nothing else is needed

Same as TX1 imager

ARIO ariohq.org resourcé
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Data triage

\

« Search hard drive copy
Search hard drive copy using a Write-Blocker

basic
[ )

/

Encase is used by ORI, it can read

most of the forensic formats (DD,
GUIDANCE @) Data Triage Windows $3,700 EOL, xO). It also includ
. Ix01). It also includes an

acquisition tool such as FTK

) Encase v8

Similar to Encase with less flexibility
Data Triage Windows $1,990 in the format it can read (it reads DD,
EO01)

Paraben H

E3:P2C

FTK s free but has only basic search
Forensic tool Kit o ACCESSDATA  ats Triage Windows Free tools and does not allow the carving
[FTK) of data (searching for deleted files)

offered by the paid solutions.

enhanced

Unlike Encase and E3:P2C BlackLight
BlackLight @ °°°°°°°°°°°° Data Triage Windows/OSX  $1,700 runs on Mac OS and Windows. More

user friendly than Encase and E3

Open source software sharing some
Autopsy Data Triage Windows/OSX  Free of the features found in expensive

solutions

ARIO ariohq.org resources FSIG
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Autopsy

le Edit View Tools Window Help

| @ Close Case =5 AddImage |1, Generate Report Ay | © -Femordlets - Q
€]> Directary Listing EREE
\xp-sp3-v4.001\vol2 25 Results|
=@ Images Table View | Thumbnail View
=] 344,001
a mTolana\\uaEd: 062 Hame Mod. Time Change Time Access Time Created Time Size Flags(Dir) Flag
vol2 (NTFS (0x07): 63-8193149) ~ $Boot 2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12,0203 5192 Alocated  Alloc: ~
11} $Extend [} sextend 2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12:09:03 344 Alocated  Alloce
11} pocuments and Settings _ $LogFile 2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12:09:03  2012-01-20 12:09:03 23085056  Alocated  Alloc:
Program Files
2 proa SMFT 2012-01-20 12:09:03  2012-01-20 12:09:03  2002-01-2012:09:03  2012-01-20 12:03:03 15855712 Allocated  Alloc:
DJ System Volume Information o =
11 wibows  SMFTMirr 2012-01-20 12:09:03 20120120 12:09:03  2002-01-2012:03:03  2002-01-20 12:02:03 4096 Alocated  Alloc
1)} sOrphanFiles | §Secure:ssDS 2012-01-20 12:09:03  2012-01-20 1220903 2012-01-20 12:09:03  2012-01-20 12:03:03 0 Alocated  Alloc
[l = vol3 (Unallocated: 8193150-10485215) _ SUpCase 2012-01-20 12:09:0%  2012-01-20 12:0M03  2012-01-20 12:0903  20012-01-20 12:00:03 131072 Alacated  Alloce
=t
g 5 gew:‘ .  $Volume 2012-01-20 12:09:03  2012-01-20 12:09:03  2002-01-20 12:09:03  2012-01-20 12:08:03 0 Alocated  Alloc
" FileTypes
Images | AUTOEXEC.BAT 2012-01-20 17:20:49  2012-01-20 17:20049  2012-01-20 17:20:49  2002-01-20 17:20:49 00 Alocated  Alloc
N Videos _ boot.ni 2012-01-20 17:19:25  2012-01-20 17:20:54  2002-01-2017:19:25  2002-01-20 12:10:00 211 Alocated  Alloc
& Audio _ CONFIG.SYS 2012-01-20 17:20:4%  2012-01-20 1720043 2012-01-20 17:20:49  2012-01-20 17:20i49 00 Alocated  Alloc
- & Documents [} Documents and Settings 20120322 19:29:54  2012-03-22 1929054 2012-03-10 144046 2002-01-20 121041 56 Alocated  Alloc
& RecentFil E
e ;0:_1 “Des 10.5%5 2012-01-20 17:20:49  2012-01-20 17:20049  2012-01-20 17:20049  2012-01-20 17:20:49 0 Alocsted  Alloc
- inal Day -
@ Final Day - 1 | MSDOS.5YS 2012-01-20 17:20:49  2012-01-20 17:20049  2012-01-20 17:20049  2012-01-20 17:20:49 0 Alocsted  Alloc
& Final Day - 2
& Final Day - 3 ¥ 2005-04-14 00:01:44  2012-01-20 12:11:07  2012-01-20 12:10007  2008-04-14 00:01:44 250048 Allocated  Allocy
B F'"a: Day -4 pagefile.sys 20120310 14:44:29 20120310 14:44:29  2012-03-10 14:44:29  2012-01-20 12:08:08 20571520 Allocated  Allocy
~ & Final Day - 5 =
|\ Program Files 2012-03-20 19:25:02  2012-03-20 19:25:02  2012-03-10 14:400:46  2012-01-20 12:11:01 56 Alocsted  Alloc
& Final Day - 6
£ [E Results [J system Volume Information ~ 2012-01-20 17:21:37  2012-01-20 17:21:37  2012-03-10 14:40:46  2012-01-20 12:10:41 56 Alocsted  Alloc
£ B Extracted Content () wmpows 2012-03-05 19:12:36  2012-03-05 19:12:35  2012-03-10 14:40:46  2012-01-20 12:09:08 56 Alocsted  Alloc
4 Bookmarks (174) 1 ¢orphanFiles 0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00  0000-00-00 00:00:00 0 Alocated  alloce -
@ Cookies (1911) ap W | v
T web History {1218)
= Downloads (30) [Fesult view | Hex View [z View | String View [ T2t Vies
& Recent Documents (72) Page: 1 of 3 Page Go to Page: \—I
“f Installed Programs (72) 0x000000= 55 &6 33 EC 66 FD E5 FF FF 00 00 1E 06 66 53 B
- [fl Device Attached (8) 0x00001 56 & 57 B9 FD A4 Cl E3 04 S2 C8 03 Cl 7D DB =
B\ Keyword Hits 0x000020: 7D CO €& 3% CC 66 30 OF 00 00 52 DI 30 OE 04 00
- . 33 SE 08 68 33 4E 0OC €6 39 T7é 10 €& 33 TE 14
a S!HQ\E theralKeyword.SEarm(O} 3% 58 18 68 33 €E 1C 70 DO &8 BC 08 10 00 00 £.V.f.n...£f. -
X single Reguiar Expression Search (0) 55 &6 52 68 57 €6 58 €6 51 &6 53 &6 33 CO &6 FULRENEVEQESES £
*_ Hashset Hits DB &€& 33 C3 &6 33 D2 €6 33 F& 66 33 FF EB8 B7
66 OF BZ 2& 00 00 &6 EF &6 5E &6 G5B 07 1F &6

CB 00 00 00 00 00 00 00 00 00 00 00 00 00 00
3% EC 56 57 53 &0 4E 06 B8 00 D8 CD 15 53 339

04 CE 27 CE 47 01 EB CE &7 02 ©6 47 03 30 4F
c6 77 06 €& 57 07 30 7F 08 30 77 OR 5B SF SE
c3 55 33 EC 56 B3 01 D8 &0 4E 06 &0 EE 08 339

0x0000d0: 76 04 CD 15 &0 C4 SE 5D C3 06 53 B 00 FO 7D CO
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Arsenal image mounter

-}
| File  Advanced Help

E X\SANS Evidence AnalysisinfurywinT-84-nfury-c-drive. E01

T 3 ThisPC

Name Type

Free Space
Falders (7)
Devices and drives (7)

- Local Disk (C)
<= DVD Drive (D7) y
~- Sample Evidence Copy TC (E:) Local Disk 272TB

~ Local Disk (F) 28.1 GB
~- Local Disk (G) 28.1 GB
=~ Local Disk (H:) 8.1 GB

- Local Disk (X3

Network locations (1) W

15 items 3 items selected

.

RESEARCH INTEGRITY OFFICE

# ALL PC World
000000 PhysicalDrive2 BEB97373 Read/\Write
Online MER 28.156 GB
17 Wolume{00000001-0000-0000-0000-D00000000000}: (7 shadow copies)
i
s
E ) Read only
KISAR e Mount the disk image as a read-only disk device. No write operations will be allowed.
| L | This PC = o 5 ® Write temporary
: Py Mount the disk image as a writable disk device. Modifications will be written to a write-
File Computer View

overlay differencing file and the original disk image will not be changed. (Sometimes

referred to as write-overlay or write-copy mode.) Currently not supported for raw/dd-type
disk images.

512 ~

|+ Fake disk signature

Sector size:

Report a random disk signature to Windows. Useful if the disk image contains a zerced-out
disk signature or you are attempting to mount a duplicate disk signature. (Requires an existing

valid master boot record.)

[] Create "removable" disk device

AR

ARSENAL RECON
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: Cellebrite

¥ EvIDENCE

¥ B 3 800TCAMP Image £01
¥ @ . BOOTCAMP

' D BOOTCAME |

r BOOTCAMR [VSC 1)

F BOOTCAMP [VSC 2

l; BOOTCAMP [VSE 3)

F BOOTEAME [VSC d)

r BOOTCAMP [VSC 6)

[} BOOTCAMP [VSC B)
-1 § AMP (€

o () riberfilsys

OFFICE OF ACCOUNTABILITY AND COMPLIANCE

Cellebrite/Blacklight

RESEARCH INTEGRITY OFFICE

& sengs | [ Proview

2 rntacars

9 Location

2% Becord

filter criteria.

Prass the + butlon 1o sdd
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Plaglarlsm detection

PBPBI'SO‘Wl https://papersowl.com/free-plagiarism-checker Compare documents to a database Windows/0SX FREE
. Free trial then
Du pl"CheCker https://www.duplichecker.com/ Compare documents to a database Windows/05X 100 submissions for
57/month
Free trial then
Quetext bttps://www.quetext.com/ Compare documents to a database Windows/OSX 200 pages for
$9.99/month
Grammarly ps://www.grammarly.com/plagiarism-checker Compare documents to a database Windows/OSX FREE
Pros Cons
* Free or Low Cost * Poor Results—inconsistent, incomplete
* Slow to Process
* Word Limit (Duplichecker, Quetext)
* Security of Search or Documents
* Ethics of Provider

%

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues
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Plagiarism detection

Operating
System

Google http://www.google.com Compare short sentence to a database Windows/OSX FREE
Google Scholar https://scholar.google.com/ Compare short sentence to a database Windows/0OSX FREE
Adobe Acrobat https://adobe.com/ Side-by-side comparison Windows/0SX FREE TRIAL

Pros Cons

* Free * Basic but limited searches

* Fast . Simple COMPAr1sons

* Familiar/Easy to Use * Security of Search or Documents

* Good Place to Start

%

B>

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues
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Plagiarism detection

Operating

System

. . $100/submission
iThenticate https://www.ithenticate.com/ Compare documents side-by-side or to a database Windows/0SX (up to 25,000
words/submission)
Free trial then
Copyleaks https://copyleaks.com/ Compare documents side-by-side or to a database Windows/OSX $10.99 for 25,000
words/month
SimTexter https://people.f4.htw-berlin.de/~weberwu/simtexter/app.html Side-by-side comparison Windows/0SX FREE
WCopyFind https://plagiarism.bloomfieldmedia.com/software/wcopyfind/ Side-by-side comparison Windows FREE
Pros Cons
* Some Free * Cost
* Some Standalone Programs * Time to Process
* Good Security
* Good Results
L ]

Detailed Reports

ARIO ariohq.org FSIG Katherine Stebbins and Stephan Vigues
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Using iThenticate Across the Organization

iThenticate

/ iThenticate'

Software detects Text Duplication

ADMISSIONS & GRANTS & FUNDING
. . ENROLLMENT '@ Review proposals for originality
Review incoming personal and protect against grant fraud
n 0 a g I a rl S r T l essays or lagarsm before
granting admission
GRAD & PhD STUDENT RESEARCH INTEGRITY OFFICE
Manage theses and dissertation Oversee integrity and research misconduct
manuscripts and coordinate with across the organization

mentors
FACULTY & RESEARCHERS
Prepare to publish professionally and
feel confident throughout the process

/ iThenticate:
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Image manipulation Photoshop

Artwork by Guillermo Flores Pacheco

© 1990-2024 Adobe. All rights reserved.
For more details dl g jal notices, go to the

s, Department of Health & Human Services
- J About Photoshop s

THE OFFICE OF

RESEARCH
INTEGRITY

» Forensic Droplets
Records and saves sequences of steps in the Actions Palette in Photoshop

Forensic Gradient Maps Look Up Table (LUT) that has multiple cycles for contrast or color.
Details in images with which contrast or artifacts will be better revealed.

Color Coded Overlay Overlays two images, and color codes each so that individual features in
the overlap can be linked back to their respective image.

Features overlap will appear RED, and areas of overlapping background will appear CYAN.
Features unique to one or the other image will be WHITE or BLACK. If the same object is
common to both images it 1) must be RED and 2) must have a uniform boundary of either
BLACK or WHITE.

https://ori.hhs.gov/forensic-tools
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basic

/

« Adjust brightness and contrast
* Invert colors
« Gradient maps

File Edit Image Layer Type

fr -

Alleg 74

K

pr e UARPNNRKTA0 ]

Adjustments »

Auto Tone Shift+Ctrl+L
Auto Contrast  Alt+Shift+Ctrl+L

Auto Color Shift+Ctrl+B

Image Size... Alt+Ctrl+1
Canvas Size... Alt+Ctrl+C
Image Rotation >
Crop

Trim...

Reveal All

Duplicate...
Apply Image...
Calculations...

Variables »
Apply Data Set...

Trap...

Analysis

Select Filter View Plugins Window Help

Brightness/Contrast...

Levels... Ctrl+L
Curves... Ctrl+M
Exposure...
Vibrance...
Hue/Saturation... Ctrl+U
Color Balance... Ctrl+B

Black 8 White...  Alt+Shift+Ctrl+B
Photo Filter...

Channel Mixer...

Color Lookup...

Invert Ctrl+1
Posterize...

Threshold...

Gradient Map...

Selective Color...

Shadows/Highlights...
HDR Toning...

Desaturate Shift+Ctrl+U
Match Color...
Replace Color...

Equalize

Gradient Map

Gradient Used for Grayscale Mapping

~ g Useful-GradientsA
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Gradient map
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“Too similar to be different”
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Overlay

flip
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Additional image analysis tools

« PowerPoint-> basic image
brightness/contrast

* Image J-> image processing program
from NIH

« Forensically=> Free online photo forensic
tools

« Al..

2 Forensically Pet
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Al tools to detect research misconduct

* Machine learning is predictive or problem solving that train
algorithms on historical data

— Imagetwin
— Proofig

* Generative Al is a deep learning model that can create new content
— Adobe Photoshop
— ChatGPT etc

ARIO ariohq.org FSIG Blake Talbot
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Imagetwin

Plagiarism detection ‘ I mag ot Wi .
Image manipulation detection

Compares images within a publication
Compares against a database of over 50 million images

ARIO ariohq.org FSIG Blake Talbot



o~

N~

OFFICE OF ACCOUNTABILITY AND COMPLIANCE

| %§E¥F&Sé£¥0fMARYLAND RESEARCH INTEGRITY OFFICE

Bl GEMERATE REPORT 1/1 fig2ipg 5508 A

A U5 W B yTiamodl] [ - * - ConteelsRNA

B summary (shewirg 5 of 350 ...' s EBAPT SRR =y Dupl. within pages
. -t = ¥ A cont. -—— —— . GEH, L
IMmagetwin =
= I3 Analyied Fmages LI SHLW o My . 28% = @
] 0 Eifiily P p—
— g —— LT s = =00 =
5 Dupd withan papes '?' e -
-.E - = = % [Bekal RN - =
L ih imipd acmet paGat ‘_-" - FErR - @
[ ————— (18
= W imipd priblcatinni I:_-.- ———— LT @h .- [-1-00) = @
Il i plicing t — — o ;1]

[———
bliemtshne
B Coriy 5- T3 THAL THAE, = 5 -T3

& imagetwin c Result

L. ¥ TEST.pd ErY =y —gy
B Bmemery. Gaiing 16850 p
g g — . N e n ®

10 Empty pages » e

¥

Bzl
T

FToF]
A

o

https://imagetwin.ai/
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Proofig

- Plagiarism detection P ro fi
« Image manipulation detection p g

» Al generated image detection

« Compares images within a publication
 Compares against PubMed
* Forensic tools within the application to analyze further

ARIO ariohq.org FSIG Blake Talbot
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https://www.proofig.com/
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Al tools to detect research misconduct

« Al applications are tools and not a determination of research
misconduct

« Al cannot determine intentionally, knowingly, or recklessly

« Al detection tools can help assess allegations but should not replace
forensic analysis by the RIO—Supplement!
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Al tools to generate text fake data

« Already in use to generate text in publications
« Complex data and images will require more training
« Can make modifications to an image that may not be detectable

Institutional-level policies in development for acceptable
use of Al programs
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Questions?

UMB OAC

Research Integrity Office

620 W. Lexington St., 5% floor
Baltimore, MD 21201

Stephan Vigues, PhD Kaylin Adipietro, PhD
Research Integrity Officer Research Integrity Specialist
Director Research Integrity Office kaylinadipietro@umaryland.edu
svigues@umaryland.edu
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